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NMHCTPYKIINU .
II0 OpraHH3aNHA HaposbHoi 3amuTel Cankr-IeTepGyprekom
rocy1apcTBEHHOM OIOIKETHOM MPOdeccHOHAIHLHOM 00pa30BaTeIbHOM
yupe:xxkaennn «llonurexanyeckuil KOJLIeIXK FOPOACKOro X039HCTBA»

1. Oommue noJjoKeHus

1.1.  «VHCTpYKIHUS [0 opraHmsayy naponsHoi 3amuTsl CaskT-IlerepOyprecxom
rOCylapCTBEHHOM OrOKETHOM podeccruoHaIBEHOM 00pa3zoBaTeIbHOM
yupexaenrnn «[lomuTeXHmdecknit KoMK TOPOICKOro Xo3aicTBay paspadorana
¢ muenplo obecmevenus TpeGoBaHuit WHGOPMAIMOHHOM O6€30IIaCHOCTH B
VUPEXIEHHH B COOTBETCTBHH C JOKTprHON WHGPOPMAIIMOHHOH O0€30IacHOCTH
Poccuiickoit ®Deneparym», yTBepkAeHHOW ykazoM Ilpesupenta  Poccumiickoit
@eneparu ot 05.12.2016 Ne 646, OenepanbHbiM 3akoHOM 0T 27.07.2006 Ne
149-®3 «O6 wuubOpMaruu, WHQOPMAIMOHHBIX TEXHONOTUAX M O 3alluTe
uaGopmarmm» 1 DegepansabM 3akoHOM Poccuiickoit @eneparnuu ot 27.06.2006
Ne 152-®D3 «O nepcoHaNBHBIX JaHHBIXY.

1.2. Hacrosmas HWHCTPYKIHS perjaMeHTHPYeT OpraHU3allMOHHO-TEXHHYECKOE
obecreyeHne IPOIECCOB I'€HEpaluy, CMEHbl U MpPEKpallleHus IEHCTBUA Mapojeit
(ymaneHHs YYeTHBIX 3aIMceli MOoNb30BaTeNeii) B aBTOMAaTH3UPOBAHHBIX CHCTEMAX,
TOZICHCTEMAX, IPUKIATHBIX 3a1a4ax, u T.1. (nanee —AC), Carxr-Iletepbyprckoro
TOCYJapCTBEHHOTO  OIOKETHOrO  HIPOo(ECCHOHANBLHOIO  00pa3soBaTelbHOTO
yupexnerns «[lomuTexXHUYecKuil KOIEeMK TOPOJICKOTO Xo3saiicTBa» (BKIOYAL
uHGOPMAIMOHHEIN CUCTEMBI IepcoHanbHBIXx JamHbX - MCIIH), a Taxxke
KOHTPOJIh 32 IEHCTBUSIMU TOJIB30BaTENEH CHCTEMEI TIPH padoTe ¢ MaposAMu.

1.3. Hacrosimass WHCTPYKIMS sBISeTCS HONONHEHHWEM K JISHCTBYIOLIUM
HOPMAaTMBHBIM  JTOKYMEHTaM II0 BOOpocaM oOecledeHns  KOMILIEKCHOMR
6e30macHOCTH  3aIMIIacMon vHbOpMaIM B Cagukr-lleTep6yprckom
rOCyIapCTBEHHOM OO PKETHOM Ipo(ecCHOHaATBHOM 00pa3oBaTeIFHOM
yapexaeHud «llomurexandeckuii KOJIeIK TOPOACKOTO X03sICTBaY.

1.4. Hapymenue Hactosimeit MHCTpyKIuu BiiedeT 3a coOOi OTBETCTBEHHOCTH B
COOTBETCTBUH C 3aKOHOAATeLCTBOM Poccuiickoit denepanuy.

2. I'enepanus u cMeHa naposei

2.1. OpraHuzaniioHHOE W TeXHUYecKoe obecredeHue IpOIecCcOB TIeHepalluy,
HCTIONB30BaHUS, CMEHBI U IpeKpalleHus IeHCTBHS Iapolielf, KOHTPOIb 3a
IeHCTBUSMH TIOJB30BaTeNell CHCcTeMBl IpU paboTe ¢ IapoisIMM, BO3NAraercs Ha
aJIMUHUCTpaTOpa HHPOPMAIOHHOM O€30I1aCHOCTH.



2.2. Ilapomm JOJIKHBI BEIOMpaThCA, W BBOJHUTCS = IIOJB30BaTEIIMU
CaMOCTOSITENBHO, C YUETOM CIICAYIOIIHNX TpeOOBaHHI:

- Ilaposb He MOXKET coAepKaTh UMS YUETHOM 3aITCH TONIb30BaTells WIH KaKyro-
a100 ero 4acTs.

- Ilaponb MOMKEH COCTOATH HE MEHee 4eM U3 6 CHMBOJIOB. B mapoie nomKHbBI
IIPHUCYTCTBOBATh CHMBOJIBI TPEX KaTeropuil U3 YuClia CIECIYIOMIX YeTHIPEX:

a) IIpONHCHbIe OYKBBI aHTIHHACKOTO axdapura oT A 10 Z;

0) ctpounble OyKBHI aHTIIHHCKOrO andaBuTa OT a JI0 Z;

B) necstuanble udps1 (ot 0 10 9);

I) CHMBONBL, HE  [puBamiexamme  ardaBUTHO-IUGPOBOMY  Habopy
(cern.cHMBOJIED),

HanpuMmep, !, $, #, %, u T.1.

- He pa3pemaercss HCronb30BaTh B Ka4eCcTBE IApOJIS WM BXOJa B CHCTEMY,
mpocTele maponu tana «123..», «111...», «qwerty» u uM moxoOHBIe, a Tak Ke
MMEHA M JaThl POXICHHWS CBOEHM JIMYHOCTH M CBOMX POACTBCHHUKOB, KIWIKA
IOMAIIHUX JKUBOTHBIX, HOMEpa aBTOMOOWICH, Tele(@OHOB W IpyrHe IapoJH,
KOTOpPBIE MOXKHO yrajarh, OCHOBBIBasACh Ha WH(OpPMAIlMU O IOJIb3OBaTene, 00
YIpEXKISHUU.

- He paspemaercs wncmonp3oBaTh B KadecTBE Mapolsl OIUH MW TOT JKe
IIOBTOPSAOIUICA CHMBOJI JTUOO IOBTOPSIONIYIOCS KOMOHWHAITHIO M3 HECKOJIBKHX
CHMBOIIOB.

- He paspermaercss wuCIIONB30BaTh B Ka4eCTBE Iapois KOMOHHAIMIO CHMBOIIOB,
HaOHWpaeMbIX B 3aKOHOMEPHOM IIOPSIIKE Ha KJIaBHaType (HampHEMep, (azZwsx,
123456, u t.11.).

- He paspemaercs BbIOMpaTh MapoiIH, KOTOPBIE YXKe WCIOIB30BANUCEH panee. [Ipu
CMEHE I1aposs HOBOE 3HAYCHWE JTOJDKHO OTIMYAThCS OT MPeNbIAYINEro He MeHee
YeM B 3 MO3UIMIX.

Jlnd  aBTOMATM3allM  BBHINONHEHWS TpeOOBaHWM 1O IMApONbHOM  3aIiuTe
JOIyCKAeTCs IPHMEHEHHE aJMUHHCTPATOPOM JIOKATHHON BBIYMCIUATEILHOM CETH
COOTBETCTBYIOIIKX TOMEHHBIX TTOJIUTHK.

2.3. IlnanoBasi cMeHa Iapoiiel HONb30BaTENeM HOJDKHA IPOBOATHCS perysIpHO,
HE pexe OJHOTO pas3a B TOJ.

2.4. Cwmena maponel B omepanuonHOH cucTeMe Windows IPOU3BOAWTCS NIpH
Haxatuu komOwHanmm kiasum  <Ctrl>, <Alt>, <Del>. N  npanee, B
COOTBETCTBYIOIIEM IIOJI€ BBOIATCS CTapblii Iapoyib, a 3aTeM - HOBHIA (HOBEIH
IapOJIb BBOIMTCS C HOATBEPXKIACHUEM, T.€. TBAXKIHI).

2.5. BaemnaHOBasg CMeHa JHMYHOIO IIAPOJIA WM y/AJE€HHE YYETHOM 3amucu
none3oBatenss AC B cioydae TpeKpalleHus ero MDOJHOMOYMM  [OJDKHA
IIPOM3BOUTHCS aMUHHACTPATOPOM HHPOPMAIMOHHOM 6e30IIaCHOCTH HeMeUICHHO
IIOCJIe OKOHYaHHUsA IIOCIEeIHEro ceanca paboThl JaHHOTO ITOJIB30BATENS ¢ CHCTEMOI],
a TaKke B ClIydYae HEOOXOMUMOCTH IIpUMEHEHHs HeHCTBHil aIMUHHCTPATOPOM,
HaTPaBICHHBIX Ha JMKBUIALKIO (IpeIOTBpPAICHAE) HEIITaTHOW CUTYaIlHH.

2.6. BmemaHoBas IIONHas CMeHa Mapoiiell BCceX IIOJNB30BaTeNedl OJDKHA
IIPOM3BOJUTHCA B CIydae PEKpalleHHs IOMTHOMOYMM aJMHHHCTPATOPOB, U
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IPYTUX COTPYIHHUKOB, KOTOPBIM IO poAy paldoThl OBUIM IPefOCTaBICHBI
IIOJIHOMOYHS IO YIPABJICHUIO NapoibHOU 3amuTon B AC.

2.7.B ciydae KOMIpOMETAalU¥ JIMYHOIO Iapons, nons3oBarens AC noimkeH
HEMEIUIEHHO CcOoo0muTh 00 HTOM  aIMHHHCTPATOpy  HHGOOPMAIMOHHOMN
0€30I1aCHOCTH U IPEATIPUHATE MEPHI IO CMEHE Mapos.

3. XpaHeHue napoJiei
3.1. He pomyckaerca xpaHeHHe Iapojieli Ha JFOOBIX  HOCHTENISIX B 30HE
CBOOOJHOTO AOCTYTIA.

4. KonTpoas

4.1. Koutpons 3a neiictBusmu mone3oBateneii AC mpu paboTe ¢ mapomsMu,
COOJIIO/ICHHEM TIOPSIIIKA WX CMEHBI, XpaHeHMs ¥ HCIIONb30BAHKS, BO3NAracTCs Ha
aJIMAHUCTpaTOpa MHPOPMAIUOHHOHN Oe30MaCHOCTH.
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JIACT PETACTPAIIAY M3MEHEHUAN

K « MHCTpYKIHH 10 OPraHHA3AIUHA NAPOoJbLHOM 32U ThI CaHkr-

IerepOVyprexkoM rocyiapcTBeHHOM 6lozmceTH0M npodeccHoHaATLHOM

00pa3oBaTEeJILHOM YUPEKICHUN «HO.HI/ITCXHI/I‘léCKI/Iﬁ KOJLJIC/ZK TOPOJACKOIo

X039 CTBA»

HMuadgopmanns 0 BHeCeHHLIX H3MEHEHAAX

Ne Ne

H3MECHCHUS JINCTA

Ne

H xaTa npuakasa

Hara Baecennst
H3MeHEeHHst

JlaTta BBeeHAS
A3MeHeHHs B
nefcTBHE

Hoanuces mmua,
BHECIIEro
H3MEHEHHS

10.

11

12.

13.

14.

Wudopmannsa o npoBeJeHAH AKRTYATH3ANUEA

Jara exeronnoi
aKTyaau3anad |

Pe3y.l'leaTl>I aKkTyaau3anuu

Honnuce pazpaboTunka
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