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IIpunoxenue Ne 3

YTBEPXJIEHA
IIPHKa30M JUPEKTOpa

or_ /6 2023
N J%4 O]

NHCTPYKIUA

[0 OPraHu3al U AHTHBPYCHOMH 3aIUTHI
(3amATHI OT BPEIOHOCHOTO KO/12)
B Cankr-IleTepOyprckoM rocy1apcTBeHHOM GIOAKETHOM
npodgecCHOHAJIBHOM 00pa30BaTENbHOM YUpeKIeHHH
«IloraTeXHAYECKH KOJJIEeIK roOpoACKOro Xo3siicTBa»

1. Beenenue

1.1. Hacrosmaa «VHCIpyKIusI 1O OpraHW3AlWKM AHTHBHPYCHOH 3aIlWTHI
(3amuTe! OT BpenoHOCHOro koma) B Caukr-IleTepGyprcKoM rocymapcTBEHHOM
OIOIKEeTHOM podecCHOHATHEHOM o0pazoBaTeIbLHOM | VUpEeXIACHUH
«lTonurexHudecKkuif KOJUISIDK TOPOACKOTO XO3SMCTBA»  OHpENeNiseT IOPSmOK
OpraHu3alli¥l AHTUBUPYCHOM 3allldThl M IOPANOK IeWCTBMII aJIMUHUCTpaTopa
OesomacHOCTH W HONMB30Bareiedl MHPOPMAMOHHBIX cucreM B CaHKT-
IleTepOyprcxom rOCyAapCTBCHHOM OIOIKETHOM npodeccroHaTFHOM
oOpazoBaTelbHOM  yupexaeHHH «IloNHTeXHHYeCKHUi KOMUIE/K  TOPOACKOTo
XO035}CTBaY, B TOM YHCIe HHQOPMANUOHHBIX CHCTEM INEepPCOHANBHBIX JAHHBIX
(UCIIJe) npu oOHapyKeHHH BPEIOHOCHOIO MPOrpaMMHOro obecreueHns (naee
—110). |

2.  Ilopsifok opraHW3alM¥ AHTUBHPYCHOH 3aAThI

2.1. Ilporpammuoe oOecredeHWe  aHTHBHPYCHOM  3ammTel  (mamee  —
anTuBHpycHOe I10) ycTaHapnIMBaOT Ha BCe CPENCTBA BEIYHCIUTENHHON TEXHUKH,
BXOASIME B COCTaBbl MHQOPMAIMOHHBIX CHCTeM. AmutuBupycHOoe IO
o0ecrevnBaeT 3alllUTy OT BHEAPEHHS BPEIOHOCHOIO IPOrPaMMHOTO 0GecIieueHus
CO CBEMHBIX HOCHUTENIEH, Yepe3 JIeKTPOHHBIE OTIPABICHUS, U3 HH(MOPMAIHOHHO-
BBIYUCIIUTETIHHON CETH, U3 CETEH CBA3M OOILETO ITOIB30BAHUSA U MEXYHAPOIHOTO
uHbopManuoHHOro obmena (MuTepHer).

2.2. AwrusmpycHas 3amura Kaxnoit MCIIIH cTpoWTcs Kak efmHAas CHCTeMa,
KOTOpasi 00eCIIeINBaET:

2.2.1. ynpasnenre KoHOHIypallWell ¥  JIOTMYECKOW  CTIPYKTypo#i  BCero
IIPOrPaMMHOI0 00eCTIeYeHHsT CHCTEMBI aHTHBUPYCHOM 3aIlUTHL;

2.2.2. ynpasieHue YCTaHOBKON M OGHOBIEHHEM JII/IIJ;GHSI/IOHHBIX KIIIO4el CpencTB
aHTUBUPYCHOU 3alTUTHI;

2.2.3. yupaBleHHe pacCBUIKOM M yCTaHOBKOM 06HOBJI€HI/II/I 0a3 cpeacTB
aHTUBHUPYCHOM 3aIUTHI;

2.2.4. orpannyeHne JOCTyIa IOJNB30BaTelIel HA pabOYMX MECTaX K HACTPOHKaM
YCTaHOBJIEHHBIX CPEJICTB AaHTUBUPYCHOM 3alllUTHL;



2.2.5. HaCTpOUKY pacchUIKM cooOmeHnit 00 OOHapyKeHUH BUPYCOB, O cOOSX B
paboTe cpeJCTB aHTUBHPYCHOM 3aIUTH] U T.1I1.;

2.2.6. pemmenre mpobieM, BO3HUKAIOMIMX B IpoIecce HCIONb30BAHUS CPEICTB
aHTUBUPYCHOM 3aIlUTEHL. ,

2.3. Ha Bce npumeHnsemMsle cpenctsa anTuBupycHOH 3amuTsl B MCIT/IH nomkHb!
OBITH NOKYMEHTBHI, TOATBepKAatonue mpapa OpraHu3alyuy Ha UX UCIIOIb30BaHue U
neyictByromue ceprupurarel DCTIK Poccun.

2.4. Ilpum ocymiecTBIEHUM aHTHUBHPYCHOM 3aIMUTHI BHIIOIHSAIOTCS CIEAyIOIIVe
00s13aTeNbHBIe MEPOIPUSITHSL:

2.4.1. KOHTPOJIb CHEMHBIX HOCHTENEH MHpOpMalUK Ha NpeaMeT HAIW9Us Ha HHAX
BPEIOHOCHOIO IIPOrpaMMHOro o0ecriedeHus 0 Hadana paboThl ¢ HUMU;

2.4.2. mpoBepka BCeX JBIEKTPOHHBIX OTIPaBIeHMH Ha IpeaMeT HaJudus
BPENOHOCHOT'O IIPOTPaMMHOT0 00€CIICUCHNS;

2.4.3. meppogudeckas IpoBepKa Ha IpegMeT  HAIWYWS  BPEIOHOCHOIO
IIPOrPaMMHOTI0 00ecIieUeH s KECTKIX MarHUTHBIX JUCKOB (HE peke OTHOTO pasa
B HEJIENIO);

2.4.4. BHENNaHOBAs IPOBEPKA KECTKUX MarHATHBIX JHCKOB U ChEMHBIX HOCUTENEH
rHQOpMaIMK B clIydae MOJO3PEHUS Ha HAJIWYHe BPEIOHOCHOIO IPOTPaMMHOTO
obecriedeHus;

2.4.5. BoccTaHOBIEHUE  pabOTOCIIOCOOHOCTH  NPOTrpaMMHBIX ~ CPEACTB U
MH(QOPMALMOHHBIX MAaCCHBOB, IIOBPEKAEHHBIX IIPOrPAMMHBIMU BHPYCaMHU.

2.5. OOGHoBiieHNs 0a3 TaHHBIX CPEICTB AHTHBUPYCHOM 3alUTHl OCYIIECTBIISETCS
B aBTOMAaTHYECKOM PeXUMe (He peske OJHOTO pa3a B CYTKH).

2.6. VYcTaHOBKY M HacTpoHKy aHTHBHpPYCHOTO I1O OCYIECTBIIOT TEXHHYECKUE
CIENMAIUCTEL OT/eNa HHPOPMATH3AINN 06pa30BaATENLHOTO U IIPOX3BOICTBEHHOTO
IPOIECCOB B COOTBETCTBHH C 3KCIUTyaTallMOHHOHN MoKyMmeHTanueil Ha nanHoe [10.

3. Ilopsaok geiicTBuii npu o0Hapy:;keHnu Bpexonocuoro IO

3.1. Ilpm oOHapyXeHHH BpPEJOHOCHOI'O TPOTPAMMHOIO OOeCII€YeHHus Ha
CBEMHBIX HOCHTENSX, B DJEKTPOHHBIX OTHPABICHWSIX WO IIPH IHOCEICHUH
pecypcoB ceTu IaTepHET nonb30BaTeNs 00s3aH:

3.1.1. nprocTaHOBUTE pPabOTy C HCTOUYHHUKOM YTPO3bI (CHEMHBIM HOCHTENEM,
SNEKTPOHHBIM  OTNpaBieHueM, MuTepHeT-pecypcoM), uHBIE paboTHl Ha
aBTOMATH3MPOBAHHOM pabodeM MecTe He 3ampelaroTcs; ‘

3.1.2. coOOMMTE aAMUHUCTPATOPY 6E30ACHOCTH 06 OOHAPYKEHNH BPeIOHOCHOTO
IIPOrPaMMHOTI'O OOECIICUeHNUS;

3.1.3. IpuHATE MEpPHI IO JIOKANHA3ALKHN ¥ YAISHHIO BPEIOHOCHOTO MPOrPaMMHOIO
obecrieueHNs], peKOMEHIOBaHHEIE 8 JMUHHACTPATOPOM Ge30I1aCHOCTH.

3.2. Ilpm oOBapy>KeHHH BPEIOHOCHOI'O IPOrPaMMHOTO 0OECIeYeHUs B IIPOIIECCe
00paboTku HHpOPMAIIHH, 38 HCKIIIOYEHHEM IIYHKTA 3.1, moabp30oBaTens 06s3aH:
3.2.1. mpuOCTaHOBUTE BCe pabOTHI HAa aBTOMATH3UPOBAHHOM paboveM MeCTE;

3.2.2. cooOnmMTh aAMUHUCTPATOPY Oe30macHoCTH 00 0OHAPYKEHHH BPEIOHOCHOTO
IIPOIPaMMHOTO O0EeCIeUeHNS;



3.2.3. IpUHATH MEPHI TI0 JIOKANU3AMUN U YIAIEHHIO BPEIOHOCHOTO IPOrPaAMMHOI0
obecriedeHNs], peKOMEHIOBAHHbIE aIMHHHACTPATOPOM GE30IIaCHOCTH.

3.3. Anmunnctpatop O6e3omacHocTH IO (akTy COOBITHI TIpemyCMOTPEHHBIX
nyskTamu 3.1, 3.2 nHomKeH 3aperucTpUpoBaTh BUPYCHYIO aTaKy B IKypHaie
COOBITHH 0€30IIaCHOCTH B  COOTBETICTBMM C  JeHCTBYrOMIeH penaximen
«MHCTpYKIIMH IO YHIPAaBICHUIO COOBITHSAMH HH()OPMAITHOHHON O6e30mMacHOCTH
(ecnm 310 He OBIIO OTPAXKEHO B 3IEKTPOHHEBIX JKYPHAIAX ABTOMATHIECKH).

3.4. Ilpm oOHapyXeHHH BpPEIOHOCHOTO IPOIPAMMHOIO OOeCleYeHHus Ha
CEPBCPHOM HIH TEICKOMMYHHMKAIlMOHHOM OOOpyJOBaHUH, aIMUHUCTPATOP
o0s13aH:

3.4.1. HemenIeHHO COOOLIUTH aIMUHUCTPATOPY 6e30macHOCTH 00 OGHAPYXKEHUH
BPEIOHOCHOIO IIPOIPaMMHOTO OOecIeueHHUs, KOTOPHIH yBEeIOMIET 00 3TOM
CBOEIr0 PYKOBOJIUTEIIS;

3.4.2. IPUHATH MepBI [0 JIOKAM3AIUY ¥ YIATEHHIO BPEIOHOCHOTO IPOrPAMMHOIO
obecredeHns, a TakKe IO BBIIBICHUIO MCTOYHHMKA M CIOCO0a NPOHMKHOBEHH
BPEJOHOCHOIO ITPOTPaMMHOTO O0ecIIeUeHM.

3.5, B ciy4ae HEBO3MOXHOCTH YHaJEHHS BPEIOHOCHOIO IPOTPAMMHOIO
obecriedeHHs, aJMMHHUCTPATOpy 0€30IaCHOCTH  CleAyeT oOpaTuThcs B
OpPTraHu3alliIO,  OCYILECTBILIIOIIYIO  TEXHUYECKYI0  MOMIEPKKY  CPENCTB
aHTUBHUPYCHOMN 3amwThl. Ilpu mepemade o6pa3loB 3apakeHHBIX (BAIOB, a TaKKe
IpH [PENOCTaBIeHuH WHGOPMAMK O BHPYCHOW aTake B OPTaHU3AIHIo,
OCYIECTBILAIONIYIO TEXHUYECKYIO IOJECPKKY CpPEIICTB aHTHBHPYCHOM 3aIllWTHI

WH(OPMAIUK, NOKHBI OBITH COOMIONEHBI TPeOOBaHUS KOHQPUICHIMAILHOCTH
o6pabareBaembrx B UCITIu IT/IH.

4. 3akaounTebLHbIE HOJ0KEHUS v
4.1. llomp3zosaremu  MCIIJ[E  momxHBl  OBITH  NpeQyUpexOeHbl 06
OTBETCTBCHHOCTH 38 HEBLIIOJHEHUE TPEOOBAHUH HACTOSIIEH MHCTPYKIIHH.

4.2. Tlons3oBatenmu WCIIJIg nomkubl OBITH O3HAKOMIIGHBI C HACTOSINEH
UHCTpyKIMEH 10 Hagana paborel ¢ UCII[m moxm pocmmch. OOs3aHHOCTH
O3HAKOMJIEHHS  COTPYIHHKOB C HACTOAINEW  HWHCTPYKIHEH  JEXHT Ha
OTBETCTBEHHOM 32 OpraHm3aIuo odpaborku I1/H. '

43. Corpynmuvku Opranuszanyu HECYT OTBETICTBCHHOCTh 34 HeHaJJIexalnee
VCIIONTHEHHE WJIM HEWCIOJNHEHHE CBOMX OOS3aHHOCTEH NpemyCMOTPEHHBIX
Hacrosimed MucTpykimmeld, B Ipemenax, OIpeNeTeHHBIX  AeHCTBYIONIMM
3aK0HOAaTensCcTBOM Pocculickoit deneparuy.

Pazpaborunx:
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JIACT PETUCTPAIIMM N3MEHEHUA

K «MHeTpykuun

MO OPraHu3aANMH AHTHBHPYCHOM 3AIHTHI (SaIIII/ITBI OT BPpEIOHOCHOI'O KOI[a) B

Caunkr-IlerepOyprekoM rocyaiaperBeHHOM OI0KRETHOM npodeccHOHAJILHOM

00pa30oBaTeJIbLHOM YUPEKICHUH

«HonuTexHHYecKNH KOJIeK Fr'OPOACKOro X03s1iicTBay

I/ImbopMamm O BHECCHHbLIX H3MECHCHHIAX

Ne

N3MCHCHHUHA

Ne No

JIHCTA H JaTa npukKasa

Jara BHeceHust
A3MeHeHus

Jara BBegenust
H3MeHEeHHd B
aelicTBHE

IToanuce Juna,
BHeECIHEro
H3MCHEHHS

10.

11.

12.

13.

14.

Hrudopmannsa o npoBefeHNN aKTYATH3AHAM

Jdara exxerognoit
AKTYAJH3ANHH

Pe3y.m>TaT1>1 aKTyaau3annu

Heanncey pazpaboTanka




Ipunoxenue Nel

K «MHCTpyKIMM 10 OpraHM3aIyy
AHTUBUPYCHOHN 3alIUTHI (3aIMUTEl OT
BpenoHOocHOTO koma) B CaHkT-
ITetepOyprckom roCyJIapCTBEHHOM
Or0PKETHOM IpoQecCUOHATEHOM
o0pazoBaTeIbHOM YIPEKICHUH
«ITonurexHuUeCcKMit KOJLIEIK
TOPOJCKOTO XO3HMCTBAY

PEKOMEHIAIIMA
0 321HTe KOMIBIOTEPA OT NPOrpaMM-Iu(ppoBaATLUIHKOB

1. Oo0mue pexomenganuu

1.1.  He oTKphIBaliTe IOYTOBBIC BIOXEHHUS OT HEM3BECTHBIX OTIIPABUTENEH.

B GonpmmHCTBE CiTyd4aeB IPOrpaMMEI-IIH(PPOBANBITAKY PACIPOCTPAHAIOTCS Yepes
IIOYTOBEIE BJIOXKEHWA. 3ajada 3JOyMBIIUICHHHKA — YOEIuTh II0JIB30BaTessd
OTKPBITH BIJIOJKEHHE K3 IIMChbMa, IIO9TOMY TEMBI IIHCEM CONEpXKaT YIPO3EL:
YBEIOMJIEHHE OT apOMTPaKHOI'O Cyla 00 MCKe; UCIIOMHUTENLHOE MPOU3BOICTEO O
B3BICKAHHUH 33I0JDKEHHOCTH; BO30YKIEHHE YTONOBHOIO JIea ¥ TOMY IIOZ0OHOE.
Ipu 5TOM BPEeIOHOCHBIMH MOTYT OKa3aThCs He TOMbKO (aiinsl popmara EXE. Tax
Ke OB CiIydad 3apaXeHHs KOMIIBIOTEPOB IIPH OTKPLITHH CHEIHATHLHO
COpPMHPOBAaHHBIX 3IOYMBINILICHHIKaMH (aitiioB Gpopmaros DOC u PDF.

1.2.  CsoeBpeMeHHO OOHOBINTE aHTUBHUPYCHEIE Ga3bl, ONMEPAIMOHHYIO CHCTEMY
U JpyrHue IporpaMMEL.

Perynsapuo oOHOBsiiTe Balll aHTHBHpYC. BMecTe ¢ aHTHBUPYCHBIME Oa3aMé
OOHOBIAIOTCS ~ IPOTPAMMHEIE KOMIIOHEHTBHI, y/Iy4IIAloTCs — CyIMECTBYIONTHE
Gysxuyvy B NOOaBITIOTCS HOBBIE. A TakKe YCTaHABIMBaliTe OOHOBICHHUS IUIST
OTIEPAIMOHHOM CHCTEMBI ¥ APYTUX IPOrpaMM, KOTOPHIMH BEI IOJIB3YETEC.

1.3. PerynspHo co3naBaliTe pesepBHbIe KoMl (aillOB W XpaHWTE WX BHE
KOMIIBIOTEpA. ‘
XpanuTte pe3epBHbIC KOIIUK BHE KOMITBIOTEpa (HAIPHMED, Ha ChEMHBIX HOCHTEIISIX
WK B «0ONaYHBIX» XpaHMIUINAX) U B 3ammdposanHoM Buae. TaxuMm obpazoM,
Gaiiner OyQyT 3aIUINEHB HE TONBKO OT IPOrPaMM-IH(pPOBAIBIIAKOB, HO U OT
OTKa30B KOMITBIOTEPHOM TEXHUKH.

1.4. HacTtpoiiTe TOCTYI K OGIIIUM CETEBBIM ITAIIKaM.

Ecmi BBl HcHonb3yeTe OOHIMe ceTeBBIE INANKH, PEKOMEHIYETCS CO3HATh
OTACTLHYIO CETeBYIO IANKy UL KaxKJoro moib3oBarerns. llpm stoM mpaBa Ha
3aIlUCh JODKHEI OBITE TONBKO Yy Biajelblia Namkd. TakuMm oOpasoM, IIpH
3apaXXCHUH OJHOr0 KOMIbIOTepa (aiiinsl OyAYT 3alm(pOBaHEl TONBKO B OTHOH
ceTeBOW mamke. B IpOTHBHOM ciydae, 3apaXeHHe OJHOIO KOMIIBIOTEPA MOXKET
IPUBECTH K INAQPOBAHUIO BCEX TOKYMEHTOB Ha BCEX CETEBAIX NAIKAaX.
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2.  PexomeHpanuy no HacTpoiike NapamMeTpoB KOMILIOTEPA

2.1. B cocraB omepanuoHHEIX cucTeM Windows BXOmuMT cnyx06a 3aIUTHL
CHUCTEMEI Ha BCCX MHCKaX, KoTOpast COB,Z[aéT PeE3epPBHBIE KOIINHU (i)al\/'IJIOB H I1a110K BO
BpeMs apXWBalM¥ WM CO3JaHMsI TOYKH BOCCTAHOBJIEHHS CHCTEMEI. Ilo
YMOJTYaHUIO 3Ta CIOy)k0a BKIIOUEHAa TOJNBKO M CHCTEMHOIO pasiela.
PexoMenyeTcs BKIIOUUTH CIIyKOyY IS BCEX paseios.

3.  UYro genats, eciu Paiiapi 3amapoBaHbI

3.1. Ecmu y Bac yCTaHOBNEH KaKoW-THOO aHTUBMPYCHBHIA HPOAYKT, TO B
HACTPOWKAX IapaMeTPOB 3TOT0 NMPOAYKTa BEITOJHUTE CIIEIYIOIIEE:

- Orkirounte aBTOMAaTHIECKOE yHaleHHe OOHAPYXEHHBIX BPETOHOCHBIX
00BEKTOB;

- Ycranosute nefictue llomecTuts daiisn Ha KapaHTHH.

Ilpumeyanve: pekoMeHIyeTcd He yOalsiTh OObEKTH M3 KapaHTHHA, TaK KaK B
HEKOTOPBIX CIIydasx BPEIOHOCHEIE (aiiabl MOTYT CONEpPXKAaTh KITFOYH, KOTOpDHIE
MOTYT IIOMOY5b IIpH paciiipoBKe.

3.2. VYpamwmre BUpYC. ,

Ecmu y Bac He ycTaHOBIEH KaKOH-IHMOO aHTHBUPYCHEIM MPOLYKT, TO MPOBEIUTE
IOJIHYIO IPOBEPKY HPH HOMOIIM OecIUIaTHBIX nporpamm (Hampumep: Kaspersky
Virus Removal Tool mwmu Kaspersky Rescue Disk).

3.3. Cosnalite konuy 3anmppoBaHHEX (Paiios.

3.4. IlomslTaiiTech BOCCTAHOBHUTE (haiiibl:

- Jlms nomb3oBareneii Windows 7;

- Jns mons3oBareneii Windows 8;

- Hns mone3oBareneir Windows 10.

3.5. Bocmons3yiTech yTUIUTaM JJIS aBTOMATHIECKOM pacidpoBKH (aiiios:

- Yrtunura RectorDecryptor;

- Yrunura XoristDecryptor;

- VYrunura RakhniDecryptor. ,

BHUMAHME! Tlepen 3amyckoM yTHIAT co3aaiite Konuu Baiinos.

4. Coumcok MmecT, TFAe MOIyT HaxouTbess (aiibl  IpPorpamMm-
¢ poBaJIbLIIHKOB.

4.1. APPDATA:

o OC Windows NT/2000/XP:

- Huck:\Documents and Settings\%UserName%\Application Data\
- %USERPROFILE%\Local Settings\Application Data

e  OC Windows Vista/7/8:

- Hucx:\Users\%UserName%\AppData\Roaming\

- % USERPROFILEY\AppData\Local

4.2. TEMP (BpeMeHHBIH KaTayor):

- Y TEMP%\?7777777.tmp\ (mpumep: temp\vum35a5.tmp)



- % WINDIR%\Temp

4.3. BpemeHnnsiit karanor Internet Explorer:

. OC Windows NT/2000/XP: %USERPROFILE%\Local Settings\Temporary
Internet Files\ |
J OC Windows Vista/7/8:

- %LOCALAPPDATA%\Microsoft\Windows\Temporary Internet Files\

- .\temporary internet files\content.ie5\

- ..\temporary internet files\content.ie5\????????\ (? -- a-z, 0-9)

4.4.  Paboumit cron: %UserProfile%\Desktop\

4.5. Kopsuna:

- Juck:\Recycler\

- Juck:\$Recycle.Bin\ :

- Juck:\$Recycle. Bin\s-1-5-21-2227229229-2222922222-2222222222-1000 (? --
0-9)

4.6. CHCTEMHBIN KaTajor

- % WinDir%

- %SystemRoot%\system32\

4.7. Karamor J0KyMEHTOB II0JIE30BATEIL

- %USERPROFILEY\Mowu 1OKyMeHTHI\ |

- %USERPROFILE%\Mown moxymentsr\Downloads

4.8. Karamnor UL - CKaYWBaHUA daiinon B BeO-Opay3epe:
% USERPROFILE%\Downloads
4.9. Karamor aBTO3arpy3Ku: Y%USERPROFILE%\I"taBHOE

merto\l IporpamMen\ABTO3arpy3Ka

Pazpaboryux:

Crnenmanuct 1o 3ammre uHGOPMALIUAK

otnena 1O u T[T C.A.babun
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